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ybercrime is becoming a rapidly growing threat worldwide. The economic im-
pact of cyber attacks is in the billion range only for the German industry sector.
Therefore, cyber crime is a huge risk factor for enterprises and it will still in-
crease because of the process of digitalization. Industry 4.0 leads to a raising
networking in the industry. Attacks more and more concern not only the information
technology (IT) sector, but also the operation technology (OT) sector of the companies. In
the past there was a fixed separation of the IT and OT network, but nowadays IT and OT
are connected and the industrial sector comes into the focus of cybercrime. Hence, OT
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» Cybercrime develops to an rapidly increasing risk factor for companies
» Damage for the German industry is in the range of billions every year [1]

» Digitalization (Industry 4.0, Big Data, etc.) leads to a massive increase of
the degree of networking in the industrial sector

» OT security goals:
Availability
Integrity

Confidentiality
0% 10% 20% 30% 40% 50% 60% 70%

Communication Data, e.g. E-Mail

nearly;

55 billign

Finanicial Data

Client Data

/" " VY. I
7 T !
I
B

Intellectual Property

Employee Data

Business Information

Not Specified

| — | I | I | I | I | |

Fig. 1. Bitkom study. What kind of digital data was stolen and what is the economic damage for Germany. [1]
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Fig. 2. Overview IT/OT characteristics.

Legal and Normative Requirements

» It's essential to consider the legal and normative requirements in the
context of Information Security:

German IT Security Act
Focus on minimum standards for critical infrastructures (KRITIS) and on the
cooperation with the German Federal Office for Information Security (BSI).

German NIS Implementation Act
Complement of the IT Security Act for the implementation of the EU directive.
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security management is one important factor to protect industrial control systems. In
considering the OT security management tasks, it is essential to take note of the legal
and normative requirements, e.g. the German IT-Security Act from 2015 or the IEC 62443,
which is the standard concerning industrial security. The research focus of this work is the
development of a holistic OT security management concept. This means, among other
things, the creation of a data structure that can be used in every step of the management
process, such as the structure analysis or the risk assessment process. The concept leads
to automating of manual tasks and to a more efficient security management process.

ISO/IEC 27001
International standard with focus on the installation and operation of an Infor-
mation-Security Management System (ISMS).

IEC 62443
Standard in the context industrial security. Defines fundamental concepts, e.g.
security level, zones and conduits.

August 2008

IEC 62443-3 November 2010

IEC 62443-2-1 September 2013

ISO/IEC 27001 July 2015

German IT-Security Act

June 2017
German NIS Implementation Act

July 2009
IEC 62443.5.1 August 2013
e IEC 62443-3-3 June 2015
IEC 62443-2-3
August 2016
NIS Directive August 2017
IEC 62443-2-4

Fig. 3. Overview legal and normative requirements.
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